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INTRODUCTION

Road vehicles are built from many components. Historically most of these components have been 
hardware items that are sourced from many different suppliers, each with specific expertise. This could 
be anything from a screw for holding something in place to a complete engine system. Each item needs 
to be validated both in isolation and when integrated to the target vehicle. 

ISO 26262 defines a clear set of processes for building a road vehicle from systems, sub-systems, items, 
components and elements. Figure 1, derived from ISO 26262-4[REF4], shows the process of integrating 
these elements to a complete design.

[Figure 1: Building a road vehicle from components]
Note: the numbers reflect sections of ISO 26262:2018 and their clauses

Although most of the focus of using Safety Elements out of Context (SEooCs) is around hardware 
elements (e.g. microcontrollers) the increasing use of software in vehicles means that there is a very 
strong case for creating core elements of software for reuse, whose base functionality is not specific to 
a vehicle.

This white paper explains what is required to build software SEooCs: elements of software built by 
experts in a specific field, designed for reuse in a variety of automotive contexts.
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WHAT IS A SOFTWARE SEooC?

All software libraries that are supplied ready for integration to a target system are software elements 
out of context. The team developing them was not aware of the final use cases of the software, but 
instead made some guesses at use cases and functionality that could be combined into a single element 
that can then be built into a target system. A software Safety Element out of Context (SEooC) follows 
this idea but has the added characteristic that it is developed to a safety standard – in other words the 
whole software element is planned, developed and maintained within a defined standard to reach a 
certain level of confidence in its ability to perform its task reliably.

So next we need to understand what we mean by safety in this context.

AUTOMOTIVE SAFETY INTEGRITY LEVEL (ASIL) 

For each item developed within a road vehicle a Hazard And Risk Analysis (HARA) must be performed 
to assess the potential consequence of failure of that component. The possible hazards that maybe 
caused by the item are each assessed for the risk that would entail, and the item must be developed to 
a standard that mitigates that level of risk to defined levels. ISO 26262 breaks this HARA into four levels, 
known as Automotive Safety Integrity Levels (ASILs) A, B, C and D. 

ASIL categorization is built on 3 factors:

    Severity(S0-S3): is the danger resulting from a hazard, where S0 represents no injury and S3 is 
severe or fatal injuries. 

    Exposure(E0-E4): is the expectation that the hazard may occur with E0 rated as “incredible” and 
E4 as high probability.

 
    Controllability(C0-C3): is whether the situation resulting from the hazard is controllable, where C0 

is easy to control and C3 is uncontrollable.

Hazards that have a severity S0 do not need to be assigned an ASIL – they can be categorized as QM 
(Quality Management), the minimum level of development required for any item in the vehicle. However, 
the QM process must provide enough evidence that the item really is safe to categorize as QM.

For hazards that have some risk of injury there is a table in ISO 26262-3[REF3] that combines Sx, Ey and 
Cz to give a resulting ASIL. For a low risk combination some items may still be under QM. But as the risk 
of injury increases, the ASIL is increased. Only hazards with S3, E4 and C3 get the highest ASIL D rating.

Because the ASIL is a property of an item and needs to be assessed within the context in which it is 
being used, it is not possible to directly assign an ASIL to a SEooC. However, a SEooC can be developed 
with methods appropriate for a specified ASIL such that the item integrator can use this when building 
the safety case for the target item.
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THE FUNCTIONAL SAFETY OF A SOFTWARE SEooC

A very important note in ISO 26262-2[REF2] 6.4.5.7 states that: 

“The ISO 26262 series of standards, as a whole, cannot be applied to an element developed as a SEooC 
because functional safety is not an element property (however, an element of an item can be identified 
as safety related). Functional safety is an item property that can be evaluated by means of a functional 
safety assessment.”

This means that you cannot build a safety case for a SEooC but that does not mean that it cannot be 
assigned a safety function or used as part of a safety system. The aim of developing a SEooC for reuse 
is to clearly define its function, all its development steps and the target environment so that is suitable 
for integration, perhaps with some tailoring, to a target system. The safety case can only be built in the 
context of the item to which it is integrated. However, providing a development framework governed by 
ISO 26262 that contains safety analysis will support the integrator in building a safety case for an item.

POSSIBLE APPROACHES TO SOFTWARE SEooC DEVELOPMENT

In ISO 26262-10[REF7] there are 4 defined methods for creating a software SEooC:

 a. Qualifying a software component
 b. Proven in use argument
 c. Using a component previously developed in full ISO 26262 project
 d. Developing an element for reuse according to ISO 26262-6[REF5] 

Table 1 summarizes the limitations of use of each of these methods. The subsections below give short 
contexts to each

[Tabe 1: Methods of creating software SEooCs]
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QUALIFICATION OF  
A SW COMPONENT

PROVEN IN USE 
ARGUMENT

COMPONENT 
PREVIOUSLY 

DEVELOPED IN ISO 
26262 PROJECT

DEVELOPED TO ISO 
26262-6  

FOR REUSE

Newly Developed No No No Yes

Reuse with change No Maybe Yes Yes

Reuse without change Yes Yes No Yes



QUALIFICATION OF A SOFTWARE COMPONENT

This is described in ISO 26262-8[REF6] Clause 12. Because it is not necessarily designed for reuse and 
is not developed to ISO 26262, each integration must be reevaluated from scratch in the context of a 
new system. Making changes to it invalidates the qualification so it is difficult to view this as a reusable 
component. 

PROVEN IN USE ARGUMENT

ISO 26262 goes into some detail about how this works for hardware, even providing an example case, 
but barely mentions how this can be achieved for software. There are two major problems with trying 
to follow this method for developing a SEooC:

 1.  Trying to show that software is proven in use is difficult to do – just because it has run for millions 
of hours in millions of units does not tell you that all the code was executed at all – code that might 
be relevant to the new target.

 2.  It does not make the software ready for reuse, in other words it does not contain the basic 
mechanisms for defining how to tailor it for use in a new target.

We do not think this argument is valid for creating software SEooCs, and particularly not for software 
SEooCs intended for reuse.

COMPONENT PREVIOUSLY DEVELOPED UNDER ISO 26262

This method is limited in that although it includes all the standard artefacts, it does not include the 
artefacts designed to help integration to a new target. As such each time it is reused it needs to be 
reassessed and modified to enable it for use in its new target system.

DEVELOPED TO ISO 26262-6 FOR REUSE

This is the clean and comprehensive way to develop a reusable software SEooC. The rest of this white 
paper describes this methodology.
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BUILDING A SEooC ACCORDING TO ISO 26262:6

The process of developing a software SEooC is specified in detail in ISO 26262-10[REF7], clause 9. Figure 
2 is derived from this specification and shows the process of SEooC development (on the left side) and 
integration with a target item (on the right side).

[Figure 2: SEooC Implementation and Integration Overview]

From ISO 26262-2[REF2] 6.4.5.7 a. “the development of the SEooC shall be based on a requirement 
specification that is derived from assumptions on an intended use and context, including its external 
interfaces”

The development must start by creating two sets of assumptions; the assumed functionality of the 
element and the assumed environment in which the SEooC operates. This is illustrated in Figure 3.

[Figure 3: Creating Assumptions for a SEooC]
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ASSUMPTIONS ON THE HOST SYSTEM

One of the challenges of building a software component for reuse is that it is always in a different 
configuration when integrated to the target environment. When integrating a silicon chip, for example, 
the usage is largely defined by the functionality of the chip and its hardware interfaces. Software has 
more complex issues relating to the assumptions it can make of its operating environment – a short 
high-level list might be:

   The MCU it will run on
   Big/little endian
   The compiler type and version
   32bit or 64bit instruction set
   RTOS considerations 
   Requirements for time and/or space separation
   Amount of RAM and code space available

The list must be a comprehensive assessment of everything the SEooC depends on for operation. Note: 
Even with the short set above it is clear that it is not possible to test all reasonable combinations. This 
problem is addressed by the tailoring process below.
 

FUNCTIONAL ASSSUMPTIONS

The second set of assumptions needs to create the assumed functionality of the element, without 
knowledge of the specific context. An example of this is the assumed functional requirements that HCC 
has created for the SafeTCPIP SEooC product that includes the specific protocols to be supported and 
their references (e.g. IP/RFC791, TCP/RFC793 etc.). So this gives a high level view of the total functionality 
available for the SEooC integrator to use. 

The two sets of assumptions work as inputs to the SEooC to create the detailed specification, starting 
with the creation of the high-level requirements and eventually drilling down to the unit design level.
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APPLYING ISO 26262 TO A SOFTWARE SEooC

ISO 26262 covers the whole process of building a road vehicle or item thereof. Every aspect of road 
vehicle production is covered including production, maintenance, hardware development, etc. To build 
a software SEooC, as defined in ISO 26262-10[REF7], clause 9 a very specific subset of this is required. 
The core processes are inevitably required (based on ISO 26262-2[REF2], Management of functional 
safety) but not all ISO 26262 defined activities are relevant. We can reduce the process areas required 
from those shown in the standard ISO 26262 double V-model, to those shown in Figure 4 below.

[Figure 4: Derived Functional Safety Management for a SEooC]

For every process in ISO 26262 a set of work products is specified – these are the expected outputs from 
the project that, when viewed together, form a consistent and verifiable product development.
Appendix A provides a complete list of the work products required to build a software SEooC to the 
ISO 26262 standard. Note that although these are well-defined there is no requirement that the work 
products are produced in this form. So long as a rationale can be justified, the actual form that the 
artefacts take is not relevant, so long as they achieve everything that is required by the ISO 26262 
definition of the work products.
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PRODUCT DEVELOPMENT AT THE SOFTWARE LEVEL

The development of a software SEooC according to this process is defined in detail in [REF5] and is 
based on a traditional V-model as illustrated in Figure 5.

[Figure 5: Product Development at the Software Level]

A traditional V-model normally has time progressing from left to right. ISO 26262 takes a more practical 
approach – between each phase there are back arrows indicating that the process is iterative: engineers 
learn as they refine the design. This is further supported by the process in Figure 6 – derived from  
ISO 26262-4{REF4] – that shows that the detailed requirements are derived not only from the high-level 
requirements but also from the architectural design that results from the high-level requirements.

10v1.0 10/2019

ISO 26262-6 V-MODEL

4-6 Technical safety
concept

6-6 Specification of
software safety requirements

6-7 Software
architectural design

6-8 Software unit design
and implementation

4-7 System and item
integration and testing

6-11 Testing of the
embedded software

6-10 Software integration
and verification

6-9 Software unit
verification

PRODUCT DEVELOPMENT AT THE SOFTWARE LEVEL

System and item verification

DESIGN PHASES

Scope of part 4

Scope of part 6 Scope of part 6

Scope of part 4

TEST PHASES

Software
testing

Software
verification

HC
C0
00
3



[Figure 6: Software Development Phases]

SOFTWARE SAFETY REQUIREMENTS

This is the specification of the system. Every detail of the system behavior to be implemented must be 
accurately defined. The process starts with high level requirements and drills down until every aspect 
of the system is clearly specified.
The requirements specification is the foundation of the system which every part of the development, 
and every test case, will be linked to. 
Note that although this phase refers to software safety requirements, because a SEooC cannot have a 
safety case (because it has no context), all requirements are considered safety requirements. The aim 
is to build a component with the level of quality that provides the confidence level justified by the ASIL 
of the processes applied.

SOFTWARE ARCHITECTURAL DESIGN

The high-level requirements allow the construction of the software architecture. ISO 26262-6[REF5] specifies 
a set of guidelines for architectural design based on the target ASIL level. The software architectural 
design must fulfil these guidelines while creating the structures to fulfil the high-level requirements. 

SOFTWARE UNIT DESIGN AND IMPLEMENTATION

[REF1] does not unambiguously defined a software unit but its vocabulary has a cyclic reference 
between a software unit and a software component. It also describes a unit as being “atomic”; it does 
not define this and it’s difficult to accurately interpret it in the context of developing software. The 
primary reasons for this are that no development process is mandated, different languages can be used 
for design and implementation, and semi-formal or formal methods and modelling are all techniques 
that may be used.
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SOFTWARE UNIT VERIFICATION

This is the set of tests and the resulting test report that verify that each unit of software fulfils its 
associated requirements. 

SOFTWARE INTEGRATION AND VALIDATION

This phase calls for the complete software to be tested as a single element.
In the context of a software SEooC this phase needs to be handled slightly differently from in a standard 
ISO 26262-6[REF5] development. It can be viewed as two phases: 

 a. During the development of the SEooC it is integrated and validated “out of Context”.
 b.  During integration with a target item the test environment proven in development is executed on 

the target item to prove that there are no issues on the target. This is covered in more detail in 
later sections. 

TESTING OF THE EMBEDDED SOFTWARE 

This part of the development is only partially in scope for the software SEooC. The integration and 
validation should have proved that the SEooC behaves correctly in its environment, and now it is up 
to the item developer to design tests to prove that it works “in Context”. But the integrator needs 
appropriate supporting documentation to specify the use cases and limitations of the SEooC.

SUPPORTING PROCESS

This section gives a short summary of the relevant supporting processes defined in ISO 26262-8[REF6] 
that are relevant to software SEooC development, and places them in context. All these supporting 
processes must be specified and managed to the target quality level. 

SPECIFICATION AND MANAGEMENT OF SAFETY REQUIREMENTS

For the purposes of developing a software SEooC all requirements are treated as safety requirements. 
The management of the requirements, as developed in the specification of the software, must be 
consistent throughout the entire safety life cycle. The traceability of those requirements must be 
maintained, both to derived design elements and to the verification steps.   

CONFIGURATION MANAGEMENT

The aim of configuration management is to ensure that all the work products can be uniquely identified 
and managed at any time, and that they can be reproduced in a controlled way. It also includes the 
mechanisms to ensure that all differences between versions of the software SEooC can be traced.
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CHANGE MANAGEMENT

This is the process by which changes can be made to the SEooC throughout the safety lifecycle. This 
starts with an impact analysis which directs the resulting actions that must follow a process managed 
to the level required to achieve the safety confidence that the element is designed for. This supporting 
process is particularly important during the tailoring phase (see below),  where it creates the framework 
for modifying the SEooC for use in a specific target item. 

VERIFICATION

This is the process used to ensure that the work products of the software SEooC comply with their 
requirements.

DOCUMENTATION

As with every part of the development of a Software SEooC the method of managing and maintaining 
documents produced during the development must follow a process that guarantees a reliable and 
traceable set of artefacts throughout the entire safety lifecycle.

CONFIDENCE IN THE USE OF SOFTWARE TOOLS 

It is important that any safety development uses tools that are appropriate for the level of confidence 
required of the software – there is little point proving software works with an unreliable compiler, or 
claiming traceability if the supporting tool cannot reliably perform link management. This supporting 
process ensures that the developer of the software SEooC assesses the risk created by each and every 
tool used on the project, even down to the text editor, to ensure that the tools are of an appropriate 
quality level. 
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TAILORING

Once a decision has been made to integrate a SEooC with an item then the assumptions and 
specification must be assessed in the context of the requirements of the item under development. In 
most cases some changes will be required – these may be functional or just related to configuration. 
When incompatibilities are identified then the tailoring process must be used. There are two possible 
ways to resolve such incompatibilities:

 a.   The requirements of the item under development are modified

 or more likely

 b.  The SEooC is modified using its change management process. 

The process, as defined by ISO 26262-10[REF7] section 9, is shown in Figure 7.

[Figure 7: Tailoring and Item Integration]
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TARGET INTEGRATION

Quoting directly from ISO 26262-2[REF2] 6.4.5.7 b.:

“The assumptions on the intended use and context of the safety element out of context shall be 
validated when the element is integrated in its target application”

This simple statement contains significant implications for the last step of integrating a SEooC to a 
target item. To use the SEooC we need to ensure that when it is integrated to the target item it operates 
identically to how it was verified in development as an out of context element.

To achieve this, we must eliminate the possibility of errors having been introduced by the change in 
environment. This includes everything from a different compiler or version, different MCU, OS, RAM 
configuration etc. 

The cleanest way to achieve this is to execute all the test cases used during development for verification 
on the actual binary code that is to be executed on the target. 

[Figure 8: On Target Verification]
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SOFTWARE SEooCS AND ASIL

One of the challenges of developing software SEooCs is to decide to what ASIL level to develop them – 
in other words the way that processes are applied to the development. The more rigor applied to the 
development, the higher the confidence that it will behave correctly. 

Developing to ASIL/D increases the cost of both the development of the SEooC, and its maintenance. 
Some of the features used in an ASIL/D development may be redundant at a different level. This must 
be balanced with the confidence level that an ASIL/D component can add to an item. On the other hand, 
developing to a lower ASIL rating can mean that key architectural features are missing, the omission of 
which will lead to a major rework if a project requires a higher ASIL.  

To ensure that the software SEooC really can be reused, it is important that it is developed under a 
very tight functional safety management process that at least gives the basis for building products 
to alternate ASILs. Processes such as complete full backwards and forwards traceability between 
requirements, design and test cases must be incorporated from the start if the system is to have 
flexibility in implementation. 

SEooC MAINTENANCE

End users integrating a software SEooC to an item need to be able to maintain that SEooC independent 
of any other item, be it in the same vehicle, a different variant, or even in a different company. The 
tailoring process ensures there will be differences between each integration and as such it is not 
possible to mandate changes from one item to another.

Therefore, there needs to be a process for maintaining instances of that SEooC. An instance of a SEooC 
cannot be considered as just the source code output, it must include the complete development process 
and all its artefacts so that it can be maintained independently of any other item integration.

As an example, Figure 9 illustrates how HCC’s SafeTCPIP SEooC can be used to create instances for 
integration to a specific item.
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[Figure 9: SEooC Instance Creation]

One of the benefits of using a software SEooC from a specialist company is that the SEooC will be 
executed in many different contexts. To get the benefit from this, after a change request is made for one 
SEooC instance, and its impact analysis is carried out, the results must be transmitted to the owners of 
other instances if the change is considered “interesting”. These changes could be defect corrections or 
feature requests.

CONCLUSION

The history of computing and electronic systems development is one of continuous reuse of proven 
components to create building blocks for more complex solutions to ever more complex problems. 
As automotive software gets more complex, using tried and tested functionality supported by a team 
specialized in that area can bring many benefits to a safety project in terms of time to market, cost 
and expertise. The ISO 26262 framework for building software SEooCs is a well thought out platform 
for doing just this but, inevitably, there is much to be understood, and even more work to be done, to 
achieve this.
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APPENDIX A: WORK RESULTS
Note: although the work results are listed as very specific items it is not a requirement to replicate this 
structure. The aim of ISO 26262 is that the process used satisfies the goals of these work results; the 
scheme by which this is implemented in a specific project may be very different. The important point 
is that the specific project must justify how all the goals of these work products are satisfied by the 
scheme used.
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ISO 26262 CLAUSE WORK PRODUCT

2-5 Overall Safety Management

2-5.5.1 Organization-specific rules and processes for functional safety

2-5.5.2 Evidence of competence management

2-5.5.3 Evidence of a quality management system

2-5.5.4 Identified safety anomaly reports, if applicable

2-6 Project Dependent Safety Management

2-6.5.3 Safety plan. The safety plan shall either be: 
a) referenced in the project plan, or
b) included in the project plan, such that the safety activities are distinguishable.

2-6.5.4 Safety case

2-6.5.5 Confirmation measure reports

4 PRODUCT DEVELOPMENT AT THE SYSTEM LEVEL

4-6 Technical Safety Concept

4-6.5.1 Technical safety requirements specification

4-6.5.2  Verification report for system architectural design, the hardware-software interface (HSI) specification

6 PRODUCT DEVELOPMENT AT THE SOFTWARE LEVEL

6-5 Concepts of Product Development at the Software Level

6-5.5.1 Documentation of the software development environment

6-6 Specification of Software Safety Requirements

6-6.5.1 Software safety requirements specification

6-6.5.2 Hardware-software interface (HSI) specification (refined)

6-6.5.3 Software verification report - verify software safety requirements
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ISO 26262 CLAUSE WORK PRODUCT

6-7 Software Architectural Design

6-7.5.1 Software architectural design specification

6-7.5.2 Safety analysis report

6-7.5.3 Software verification report - architectural design

6-8 Software Unit Design and Implementation

6-8.5.1 Software unit design specification

6-8.5.2 Software unit implementation

6-9 Software Unit Verification

6-9.5.1 Software verification specification

6-9.5.2 Software verification report - software unit design and the implemented software unit shall be verified

6-10 Software Integration and Testing

6-10.5.1 Software verification specification (refined)

6-10.5.2 Embedded software

6-10.5.3 Software verification report (refined) - verification of the software integration

6-11 Verification of Software Safety Requirements

6-11.5.1 Software verification specification - verify that the embedded software fulfils the software safety 
requirements in the target environment

6-11.5.2 Software verification report - integration tests in target environment

8-7 Configuration Management

8-7.5.1 Configuration management plan

8-8 Change Management

8-8.5.1 Change management plan 

8-8.5.2 Change request 

8-8.5.3 Impact analysis and change request plan 

8-8.5.4 Change report 

8-9 Verification

8-9.5.1 Verification plan 

8-9.5.2 Verification specification

8-9.5.3 Verification report

8-10 Documentation Management

8-10.5.1 Documentation management plan

8-10.5.2 Documentation guideline requirements

8-11 Confidence in the Use of Software Tools

11.5.1 Software tool criteria evaluation report

11.5.2 Software tool qualification report
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